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Directory Traversal Materials

 Materials needed
o Kali Linux Virtual Machine
 Windows 7 Virtual Machine

o Software Tools used

- DVWA
* Vulnerable Web Application
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Objectives Covered

» Security+ Objectives (SY0-701)

« Objective 2.4 — Given a scenario, analyze indicators of malicious
activity.
« Application attacks
 Directory traversal
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What is a Directory Traversal Attack?

* When an image is called, it will look like this:
« flename = images/panda.jpg
« Could be pulling image from server location: /var/www/html/images/panda.jpg

* What happens if a malicious actor does this?
* filename=../../penguin.jpg
 This would be looking for a penguin.jpg image two folders back

* What happens if the malicious person knows the location of a
password file?

* They could gain access to all sorts of ‘secure’ files
- ...if the web server allows directory traversal
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Presenter Notes
Presentation Notes
Bank: Chase
Username: jsmith17�Password: @pp13s33d


Directory Traversal Lab Overview

Set up Environments

Find Linux IP Address

Start DVWA Web Services

_og in to DVWA & Lower Security
Directory Traversal

Place Confidential File

Directory Traversal (Again)

NOo ok~

-—
CYB=R.ORG
-— L]

THE ACADEMIC INITIATIVE OF THE CYBER INNOVATION CENTER



Set up Environments

* Log into your range

* Open the Kali Linux and Windows 7 Environments
* You should be on your Kali Linux Desktop
* You should also be on your Windows 7 Desktop
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Locate Linux IP Address

* You will need the IP address of the Kali machine

* Open the Terminal
* In the Linux VM, open the Terminal and type the following

command:
* hostname -1I
» This will display the IP Address L hostnane -I

10.15.3.44

* Write down the Kali VM IP address

The IP Address
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Start the DVWA Web Services

 Start up the web server (on the Kali machine)

« Use the following command to start XAMPP which will start the

services needed to run DVWA — [~]
sudo /opt/lampp/xampp start

sudo /opt/lampp/xampp start Starting XAMPP for Linux 8.2.4-0...
XAMPP: Starting Apache...ok.

XAMPP: Starting MySQL...ok.
XAMPP: Starting ProFTPD...ok.

* On the Windows Machine, go to the DVWA webpage
http://<Kali-IP-Address>/dvwa

D\(WA)

aaaaaaaa

ssssssss

nnnnn
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Log in to DVWA & Lower Security

wWeak >esslohn IUSs

|

 Login using the following credentials e et }
 Username: “admin’ 155 Stoed I

« Password: “password” JavaScrip |

* Click on the DVWA Security option DVIWA Security

» Change the Security Level to Low

About |
* Click Submit
 This lowers the DVWA secuirity to the lowest setting

Logout |

T TT——T——
explaitation, similar in vari
4. Impossible - This level shi
source code to the securg
Prior to D%WA 1.9, this |

Lo ¥ || Submit
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Directory Traversal Setup

* Open a file to view where it is called
 Click on File Inclusion
 Click on file2.php

Here is where
& C @ Notsecure | 10.1.58.193/dvwafvulnerabilities/fi/7page=fileZphp < the WebSite iS

—~_) calling the file
o)

Home

Vulnerability: File Inclusion

Instructions

File 2

Setup / Reset DB

‘I needed a password eight characters long so | picked Snow White and the Seven Dwarves." ~

Click on File Brute Farce Nick Helm
Inclusion, and =
then select | More Information
fi|62_php File Upload

Insecure CAPTCHA

|
|
|
|
Command Injection | [ ]
|
|
|
|
|

SOL Iniection
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Directory Traversal Example

» Attempt to read the passwd file
 In the URL, replace £ile2.php with the following:
A . ). . /ete/passwd

This is an
example of

& C @ Notsecure | 10.158,193/dvwafvulnerabilities fi/7page=./.0.0 0 f fetcfpasswd < £+
raotx0:0raotirootihinfhash daemanx 11 daemonfusrishindustsbiniolagin binx2: 2 hindbinfustshininalogin sysao3:3eysddeviustishinfalogin synex 465534 synclhindhinfsyne d | reCtO ry
gamesxs bl gamesiustgamesiustzbininolagin manzcE 1 Zmanvaricacheimandusizshininalogin [p2? T lptvarzpoolipd:lustshininolagin mailxg:8:mailiarmail fustishinfnalogin
newsi A S news varspoolinews fustishininologin uucpe 100 Duucpivarispooliuucpfustshinmologin proxe 20 2:prosydbindfusrishininologin wis-datax 3 3 33w datafariwwcusishininologin trave rsal

backup34:34-hackupvanbackupsiustisbininalogin listx38:38:Mailing List Managerivarlistiustishininologin irex 39: 3% ircd vvarruniired fusrishinfmologin gnatsxd1:41:Gnats Bug-Reporing System
(adminyivarlibignats:fusrshinmologin nobody:c65534:65534: nobody:inonexistentiusrishininologin _aptx100:65534 fnonexistentiusrishininologin systernd-timesync:1 01:101 systernd Time
Synchronization,, drunfsystemdifusrshininologin systemd-networksc102:103:systermd Network Management,, frunfsystemdfusrishin/nologin systernd-resolvex:103:1 04:systermd Resaolver, Jrunisystemd:iusrisbininalogin
me gebusi 04:105 nonexistentiustshininologin _chronysc 05:11 2:Chrony daeman,,vardlibichronyfustshininologin sshdse1 06:655 34 runisshd:fusiishin/nologin systemd-coredump3c999:999:systemd Core
perfiustshin/nologin studentx1000:1001:Cyber Range Studentfhomelstudentihintbash mysglxc107:11 3MyS0OL Server, fnonexistent/hinifalse tssac108:11 4. TPM software stack,, varlibitprmashinifalse

rkitx:109:11 5:Realtimekit,, dprociusrshiniologin dnsmasgsc 11 065534 dnsmasg,, Avarliimisc/usishininolagin strongswanz111:655934 varlibistrong swanfustshinfnologin ntpoc11 2011 7oinonexistentfusrshin/nologin
N t th d fl redsocks 113118 varruniredsocks fustshinfnologin rvhod:c11 465534 hanspoolirwhodusishininologin iodinesx 11 568534 varrunfiodine fusrshinimologin tcpdumpzc116:1 21 Unonexistentfusnshininologin

O |Ce e paSSW I e rdp 11701 220runkrdpoiusishininglogin miredosol 1 8685534 varrunimiredocustishininalogin _rpesc1 $65534unirpehind:iusishininologin usbmuc 1 2004 6:.ushmux daemon,, Svanlibiusbmuiusishininalogin Dehbian-
. . . snmpzc 21128 varlibisnmphinifalse statdx1 2265534 varllibinfsfusrishininologin postares 1 2301 26:PostoreSAL administrator,, varilib/postyresglibiniash avahizc! 24:128:Axahi mDMS daemon,,, frunfavahi-
|S be|ng d |Sp|ayed daemon:fusrshininologin stunneld o1 251 29 varnistunneldiustshinfnalogin s=lhaol 26:1 300 honexistentiustishininologin nm-openvanx 1 271 31 :MNetworkManager OpenVPR,, varlibfopenvpnichraotiustzhintnalagin

nm-apencannectx ] 28:1 32 MNetworkhanager OpenConnect plugin,, vadlibitetworkManageriustishininologin inetsim:c ] 29:1 34 varlibiinetsim:fustishin/nologin geacluesc1 30:1 35 varllibfgeoclueiusr’sbininolagin

linhtdmzc131:1 36:Linht Display Manaogeriardibliohtdm:hinfalse pulse:xt 321 38:Pulsefudio daemon,,, farunfpulsedusishinmologin saned:! 331 400karnlibisaned:usrishinfnalogin colord::134:141:colord colour
management daemon,,,Jvarllibicolord:/usrishininologin king-phishers:135:1 4 2 varlibiking-phisheriusrshininalogin

Home |

Instructions |

Setup / Reset DB |
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Another Directory Traversal Example

» Attempt to figure out the version of the system

 In the URL, replace the traversal after “page=" with the following:
S/ /../../proc/version

@_Avﬂf;] 10.15. 118, 159/dvwa vuinerabilties/fi/?page=.. /.. /... | | & {2 L X }] b 5ing

¢ Favorites  [=] vulnerability: File Indusion :: Damn Vulnerable Web A... | | ' ~E) - ) mm - Page~ Safe

Linux version 6.3.0-kali1-cloud-amd64 (devel@kali.org) (gcc-12 (Debian 12.3.0-4) 12.3.0, GNU 1d (GNU Binutils for Debian)
2.40.50.2023061%#1 SMP PREEMPT_DYNAMIC Debian 6.3.7-1kali1 (2023-06-29)

Version of the Linux

Home | system hosting the
Instructions ‘ webpage

Setup / Reset DB |

Brute Force ‘

Command Injection ‘

CSRF |

| CYB=R.ORG




Create Confidential File

* Go to the Kali Machine
* Open a Terminal

- Navigate to the Desktop : cd Desktop
cd Desktop | - [~/Desktop

touch secret
* Place a secret file
touch secret

-

Verify a file named
<+ “secret” appears on the
Desktop
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Edit Confidential File

» Edit the file : - [ yDaskieg]
nano secret nano secret

* \Write fake credentials
e Save and Exit

CTRL+X
Y
ENTER
US Bank Login Info
Username: MLoweryl9
Fake credentials ol Password: UncMikedlll
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Directory Traversal to Read Secret File

* Go to the Windows system

» Attempt to read the secret file
S .. /../../home/USERNAME /Desktop/secret
 The USERNAME is likely kali for hosts on the CYBER.ORG range

Directory
Traversal

- A Notsecure | 10,15.62.101/dvwafvulnerabilities/fi?page=../../../....[./homefkali/ Desktop/secrat

UE Bank Login Info Usemame: MLowry 18 Password. UnchdikedL

The secret file
displayed
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How to Defend Against a Directory
Traversal Attack?

* Validate inputs!
* Don't allow directory traversal on the web server
* Don’t allow any “../../"

 Validate the base directory

* All files should come from a certain location
* Verify the location of the file

* What are some other ways of defending against directory
traversal?
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